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Mastering MITRE ATT&CK for
Enterprise with a Zero Trust Model

How Zero Trust Access and Protection Stops Threats

In an era of escalating cyberattacks using a growing set of tactics, techniques, and procedures,
enterprises are striving to identify and plug holes in their own security.

The MITRE ATT&CK Matrix for Enterprise is a globally-recognized knowledge base used for
understanding cyberattacker behavior. It catalogs real world cyberattacker tactics, techniques,
and procedures—providing a structured approach to identifying security gaps and recommending
detection and mitigation strategies. However, the complexity and sophistication of these attack
tactics means that preventing them requires advanced security solutions.
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The MITRE ATT&CK Matrix for Enterprise is divided
into fourteen tactic categories, each with 8-43
technigues listed underneath. Many of the techniques
throughout the framework rely on the attacker having
gained access to legitimate credentials in the target
environment.

Real world circumstances like the rise of remote
work, cloud, and bring-your-own-device policies,
have driven a huge transformation in the types of
interactions and access patterns occurring on critical
enterprise systems. Data and applications that would
formerly have only been accessible at the physical
location of an enterprise’s headquarters have been
made available via the cloud and remote access
software, accelerating business but also ballooning
risk. Zero Trust Architectures for enabling this access
while maintaining strict control over who can access
what and when have become vitally important to the
survival of the enterprise.

Xage provides secure access and asset protection
solutions with zero trust built in from the ground up.
Xage provides mitigations for many of the techniques
across the MITRE ATT&CK Matrix for Enterprise,

in every tactic category. The following is a subset

of Xage capabilities, with examples of how Xage
protects against key high risk tactics, technigues, and
procedures, including MITRE T-codes for each tactic
and technigue being discussed.

“Zero trust (ZT) is the term for
an evolving set of cybersecurity
paradigms that move defenses
from static, network-based
perimeters to focus on users,
assets, and resources...Zero trust
assumes there is no implicit trust
granted to assets or user accounts
based solely on their physical or
network location (i.e., local area
networks versus the internet)

or based on asset ownership
(enterprise or personally owned).
Authentication and authorization
(both subject and device) are
discrete functions performed
before a session to an enterprise
resource is established.”

- NIST 800-207 ZERO TRUST
ARCHITECTURE
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Collection Command and Control

Xage MITRE ATT&CK Enterprise Coverage

1. Zero Trust Identity and Access Management: Xage enforces strict identity verification for
every device and user, ensuring that only authenticated and authorized entities can access system
components. This directly prevents techniques like Valid Accounts (T1078) and User Execution
(T1204) listed in the MITRE matrix. Since the vast majority of cyberattacks leverage stolen valid
accounts acquired either through phishing or purchased on the dark web, preventing the abuse of
valid accounts has an enormous positive impact on any organization’s overall security posture.

2. Least Privilege Access: By implementing least privilege access controls, Xage ensures that
even authenticated users are only given access to resources essential for their tasks. This limits
the potential impact of numerous techniques in the tactic categories of Privilege Escalation
(TAOOO4), Lateral Movement (TAOOOS8), and Persistence (TAOOQO3). These tactic categories, and
particularly the technique of abusing Valid Accounts (T1078), have been used in some of the
biggest cyberattacks of the last several years.

3. Continuous Monitoring and Breach Prevention: Xage's system continuously monitors
network access events, identifying and preventing attempted policy violations in real-time. Xage
also logs all access events and provides screen recordings of each session for rapid investigation
and incident response. This capability is crucial for detecting and mitigating Command and Control
(TAOO11) tactics and Defense Evasion (TAOOO5) techniques.

www.xage.com | info@xage.com | © Xage Security 2024 | All Rights Reserved X a g e

SECURITY




4. Encryption, Data Integrity, and Data Access Control: Within Xage, all communications
within the enterprise network are encrypted, and data integrity checks are a standard. All data
access and data transfer is controlled based on centrally-managed least privilege policies. This
combats Adversary-in-the-Middle (T1557) and Data Destruction (T1485) threats and prevents data
from being exfiltrated or shared with the wrong parties either maliciously or by accident.

5. Segmentation and Microsegmentation: Xage creates secure zones within the enterprise
network environment, isolating critical components. This segmentation is vital for protecting
against a dozen techniques contained in the Target Discovery (TAOOO7) and Lateral Movement
(TAOOO8) tactic categories and reducing the blast radius of any potential breach. Xage delivers
zero trust microsegmentation that can extend all the way to the enterprise edge, and even into
operational and Industrial Control Systems. Learn more about Xage's coverage of the MITRE
ATT&CK Matrix for ICS here.

Many organizations have adopted Xage's Zero Trust Access and Protection solutions and achieved
significant enhancements in their security posture. A major energy company eliminated risk against
thousands of user accounts that had access to critical assets. The United States Space Force is
achieving the goals of the Department of Defense's Zero Trust Roadmap, using Xage.

The Department of Energy’s National Renewable Energy Lab tested Xage's ability to block
critical, real-world MITRE techniques, using a realistic cyber range emulating actual power utility
environments. Xage prevented numerous MITRE techniques pulled straight from recent, attacks
against critical energy infrastructure. Read More

The MITRE ATT&CK Matrix for Enterprise provides a valuable framework for understanding potential
threats in enterprise environments with complexities such as hybrid and multi-cloud deployments,
local and remote workers, and a combination of legacy and modern assets. However, the real game-
changer is implementing a robust defense mechanism against these threats. Xage's Zero Trust
solutions demonstrate a proactive and effective approach to securing enterprise infrastructure, from
on-premises to private datacenter to multiple public clouds, while still enabling access and ease-of-
use, offering a much-needed shield in an increasingly hostile digital landscape.

Contact us for further information about the MITRE ATT&CK Matrix for Enterprise and how Xage's
Zero Trust Access and Protection solutions provide protection across every Tactic category in the
framework and robust attack prevention against the most common and devastating techniques.
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https://xage.com/blog/mitre-attack-ics-zero-trust-architecture/
https://xage.com/blog/mitre-attack-ics-zero-trust-architecture/
https://xage.com/press/xage-awarded-17-million-cybersecurity-contract-by-u-s-space-forces-space-systems-command/
https://xage.com/blog/nrel-clean-energy-cybersecurity-report/
https://xage.com/talk-to-an-expert/

